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Chairperson and Committee Members 
AUDIT AND RISK COMMITTEE 

10 AUGUST 2017 

Meeting Status: Public 

Purpose of Report: For Information 

RISK MANAGEMENT FRAMEWORK UPDATE 

PURPOSE OF REPORT 

1 This report primarily updates the Audit and Risk Committee on the on-going 
implementation of the Enterprise Risk Management (ERM) framework.  

2 At the request of the Committee, this report also details those corrective 
measures that have since been implemented by the Council in response to the 
damage caused to the vinyl pool liner at the Coastlands Aquatic Centre and the 
Oriwa Crescent prosecutions.  

DELEGATION 

3 The Audit and Risk Committee has delegated authority to consider this report 
under the following delegation in the Governance Structure, Section B.3. 

 
Ensuring that Council has in place a current and comprehensive risk 
management framework and making recommendations to the Council on risk 
mitigation. 

BACKGROUND 

4 At its meeting on 16 February 2017, the Audit and Risk Committee endorsed 
the proposed approach to accelerate the implementation of Council’s 
Enterprise Risk Management Framework. An independent consultant was 
engaged to complete the following work streams in a facilitative and 
collaborative manner: 

 

 review and agree with management the areas of the business where risk 
management implementation will provide the greatest value; 

 develop a targeted programme of risk workshops at Council; Committee; 
Senior Leadership and Group levels; and encourage the right 
conversations; 

 work with the Council’s business groups to socialise and incentivise the 
day-to-day management of risks in the more routine activities; 

 develop a risk communication/reporting process at, and between, the 
following levels; 
− Council/ Committees 
− Senior Leadership 
− Business Units / Groups 
− Projects, Asset Management 
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5 As previously reported, the intended outcomes from achieving this 
implementation will  include: 

 stakeholders, external auditors, Council and management achieve high 
levels of assurance that the real risks are being identified and managed 
effectively; 

 better decision making throughout the business through greater 
awareness of the real risks (threats and opportunities); 

 clarification and socialisation of the notion of Council’s risk appetite and 
tolerance. 

RISK MANAGEMENT FRAMEWORK PROGRESS UPDATE 

Since February 2017, risk management work effort has focussed primarily on 
tangible outputs, as discussed separately below. 

Corporate Business Continuity Management Plans 

6 Immediately following the November 2016 Kaikoura earthquake, the Chief 
Executive required the immediate refresh of the Council’s Corporate Business 
Continuity Plans (BCPs). The same independent risk management consultant 
was re-directed to assist Council’s Business Improvement Team and other 
Officers to fully review and where necessary, further develop Council’s 
corporate BCPs.  

7 Since November 2016, work effort includes the establishment of a Continuity 
Management Team in December 2016, the introduction of a BCP policy and 
the following corporate BCPs have been refreshed and/or further developed: 
Loss of Access to Buildings; Loss of Customer Call Centre; Loss of Payroll 
(Processing and Payment) and Payment to key Council Suppliers.  

8 A back-up call centre was also established at the Council’s Emergency 
Operations Centre (EOC). This can provide the full range of call centre 
functions (dependent on systems availability) and has capacity to more than 
double in size for emergency situations that would generate a significant 
increase in call volumes. As well as improved resilience for business continuity, 
the back up call centre also enables Council to operate its call centre alongside 
an emergency response when the EOC is activated which will improve 
communication and co-ordination. 

 
9 Work continues on fully assessing and testing the ICT requirements necessary 

to fully enable and support the corporate BCPs, provided that an event has not 
resulted in wide scale ICT outages. Further development of the Continuity 
Management Team structure, terms of reference and staff training also needs 
to be completed. 

Corporate Risk Register 
 
10 The Chief Executive and Group Managers were interviewed separately to 

determine their perceived highest risks and these were then collated as 
practically as possible, into a simple corporate risk register. 

 
11 Deliberate focus was given only to those risks (in consideration of the current 

controls in place) that could potentially cause the highest impact and 
immediacy.  A simple high/medium/low scale approach was used in 
determining a ‘current risk level’.  
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12 Consideration was also made as to whether a risk could be accepted or not, 
noting that a risk may be accepted even if that risk is considered 
high/significant.  This would normally only happen when the risk is out of the 
Council’s control or is too costly to mitigate but is within the Council’s risk 
appetite. 

 
13 Work is continuing with the Senior Leadership Team to determine a ‘target risk 

level’ for each risk on the corporate risk register. Once completed, these will be 
reported using a radar chart which depicts, for each risk, the current risk level, 
and target risk level landscape.   

 
14 It is intended that the corporate risk register and radar chart will be reported to 

the Senior Leadership Team on a quarterly basis and by exception, to the Audit 
and Risk Committee going forward. 

 
15 The corporate risk register is attached as Appendix 1. 
 
Procurement Function Review 
 
16 In late June 2017, a procurement specialist was engaged to complete an 

assessment of Council’s current procurement function. This included a detailed 
review of the Council’s procurement policy, procurement templates, interviews 
with Council officers and a supplier survey. 

 
17 Subject to the findings of this initial assessment, a procurement improvement 

programme will be developed and reported back to the Operations & Finance 
Committee. 

 
Internal Audit Programme 
 
18 The Council does not currently have dedicated internal audit resources. At 

present, this is resourced externally, similar to the model employed by Greater 
Wellington Regional Council. 

 
19 For the 2017/18 year, an external auditor has been engaged to develop an 

internal audit programme that will include at least four separate internal audit 
assignments. The programme, including terms of reference and costings for 
each assignment will be agreed separately and the findings will be reported to 
the Audit and Risk Committee. 

 
CORRECTIVE MEASURES/ SAFEGUARDS IMPLEMENTED  

20 At its meeting on the 16 February 2017, the Committee requested a report back 
on those corrective measures and/or safeguards implemented by the Council in 
direct response to the lessons learned from the damage caused to the vinyl 
liner at the Coastlands Aquatic Centre and the Oriwa Crescent prosecutions.  
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Damage to the Coastlands Aquatic Centre vinyl liner  
 
21 A hole was discovered in the vinyl pool liner, exposing the underlying concrete 

slab to chlorinated water. Whilst the pool was not leaking, the liner makes the 
pool watertight and protects the underlying concrete slab. The damage was 
caused by a moveable floor roller wheel seizing and tearing a hole in the liner.  
 

22 Both the liner and the moveable floor roller wheels were replaced and a heavy 
plastic strip was installed under each set of moveable floor roller wheels, to 
provide extra protection in the event that a moveable floor roller seizes in the 
future. Council incurred installation costs only which were approximately 
$15,000 in total. 

 
23 Annual inspections of the moveable floor will continue to include a full 

inspection of the roller wheels as this is how the liner damage was first 
identified.  

 

Oriwa Crescent prosecutions 

24 In August 2013, the owners of a property located on Oriwa Crescent, Otaki, 
engaged a contractor to cut some native trees on their property. Initially, the 
council charged the owners for modifying naturally occurring indigenous 
vegetation but later withdrew these charges. 

 
25 Consequently, the Chief Executive established a new Prosecution Procedure, 

effective from 1 July 2014, that (a) details the duties of staff with prosecution 
decision making, (b) ensures no prosecution action is able to proceed without 
the Chief Executive’s written approval and (c) ensures the Chief Executive 
consults with the Mayor, Deputy Mayor and Chair of the Operations and 
Finance Committee (formerly the Regulatory Management Committee) before 
approving or rejecting any proposal to prosecute. Refer to New Prosecution 
Procedure (Report CS-14-1241) for further details (Appendix 2).  

 
26 Furthermore, in September 2014, the Chief Executive established a draft 

enforcement policy, which came into effect on 16 October 2014 and is now 
embedded into Council processes and quality assurance systems. Refer to 
Draft Enforcement Policy (Report RS-14-1302) for further details (Appendix 3).  

 

CONSIDERATIONS 

Policy Implications 

27 There are no further policy implications arising from this report. 

Legal Considerations 

28 There are no further legal considerations arising from this report. 

Financial Considerations 

29 The cost of the independent consultants and external internal auditor will be 
absorbed within existing budgets, by way of re-prioritisation. No new budgets 
are required.  
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Tāngata Whenua Considerations 

30 There are no tāngata whenua considerations. 

Publicity Considerations 

31 There are no publicity considerations at this stage. 

SIGNIFICANCE AND ENGAGEMENT 

32 This matter has a low level of significance under the Council Policy. 

RECOMMENDATIONS 

33 That the Audit and Risk Committee notes the progress update regards the 
Council’s Enterprise Risk Management Framework. 

34 That the Audit and Risk Committee notes the corrective measures and/or 
safeguards implemented by the Council in direct response to the two identified 
events. 

Report prepared by: 
 
Approved for submission by: 

  

Mark de Haast Wayne Maxwell 
Chief Financial Officer Group Manager Corporate Services 
 
Approved for submission by: 
 

Sarah Stevenson 
Group Manager Strategy and Planning 
 

Attachment: 
 

Appendix 1: Corporate Risk Register.  

Appendix 2: New Prosecution Procedure (Report CS-14-1241). 

Appendix 3: Draft Enforcement Policy (Report RS-14-1302). 
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- Health and safety 
(Permanent item 
on register) 

 Extreme events (eg 
natural hazard) 

 Hazardous 
environments 

 Poor hazard 
identification 

 

 Injuries to people 

 Penalties, fines 

 Loss of reputation 

Low N Zero  Health and safety 
management systems 

 Continual improvement 
 

 Enterprise Risk Management 6/18 
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1 Sub optimal asset 
investment 
decisions-poor 
district outcomes  

 Weak strategic 
vision/plan 

 Funding limitations, 
poor prioritisation 

 Expert advice not 
accepted 

 Poor or no business 
case justification 

 Financial losses 

 Strategy not achieved 

 Reputational damage 

 Higher priority issues 
unresolved 

 Deliverables / KPIs 
not met 

 

High N Med  Activity management plans 

 Asset renewal programme 

 SLT and Council reviews and 
approvals 

 Business cases required 

 Revisit strategic vision and plan 4/18 

 Prioritise and advocate investments in 
accord with strategy  6/18 

 Refresh asset condition assessments 12/17 

 Upskill, enhance quality of business case 
templates and requirements 12/17 

 Enterprise Risk Management 6/18 G
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2 Uncertainty in 
economic 
development and 
district growth  

Lack of capability to 
accurately predict / 
forecast  
Expressway reshaping 
Kapiti 

 Ad-hoc development 
and business growth 
unpredictable 

 Higher rates due 
lower than predicted 
growth 

High N Med  Current forecasts 

 Constant review 

 Stimulate Economic 
Development Leadership 
Group to deliver optimal 
outcomes 

 Constantly review projections, forecasting 
On-going   

 Implement adequate resources 4/18 
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3 Rising debt levels Trying to meet 
community expectations 
but lack of willingness to 
pay 
 

 Reputational damage 

 High debt levels and 
interest rate risk 

 Debt cap breached 
faster 

 Inability to increase 
debt 

High N Low  Manage community 
expectations via elected 
members 

 Financial strategy (closing 
depreciation / funding gap) 

 Long term planning  

 Review rates 

Capital works programme review / 
reprioritization (18/19 and beyond) 6/18 
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5 Not “Open for 
Business” 

 Systems and processes 
not fully fit for purpose 

 Staff capacity / 
capability 

 Poor customer service 
culture 

 Expert advice ignored 

 Reputational damage 
– council perceived 
as not helpful 

 Financial losses 

 Legal challenges 

 H&S compromised  

 Loss claims 

 Sued 

 Dissuades new 
developers  

High N Low  “Open for Business” initiative 

 Pre-application meetings 

 Case/project management 
 

Build on “Open for Business” initiative 6/18 

 Enhance systems and processes 

 Improve customer service culture 

 Ensure timely delivery 

 Integrated services 
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6 Inability to 
recruit and retain 
capability 
 

 Competing, more 
interesting work 
elsewhere  

 Better salaries 
elsewhere 

 Less desirable working 
location for some 
people 

 Fluctuations in some 
industries 
-consenting 
-building inspection  

 
 

 Additional costs eg 
consultants 

 Corporate loss of 
institutional 
knowledge 

 Less than optimal 
decision making 

 Poor staff morale 

 Loss of IANZ 
accreditation- 
Shortage of building 
control staff 

 Delays in critical work 
programmes, eg 
economic 
development 
strategy 

 Staff welfare 

High N Med  Employ 
contractors/consultants 

 (Limited) succession planning 

 (Limited) 

 graduate programme  

 (Limited) workforce planning 

 Talent management 

 Short term workload 
management 

 Change pay structure 4/18 

 Adjust forward work programmes to align 
with available capability (Infrastructure) 
12/17 

 Governance transition arrangements 

 Further explore; 12/17 
-Arrangements with other councils 
-Succession planning 
-Graduate programme 
-Workforce planning 
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8 Non-renewal of 
wastewater 
consent - 
Paraparaumu  

 Iwi/community 
concern regarding 
current arrangements 

 Bar raised on consent 
conditions 

 Substantial costs to 
further treat and/or 
dispose 

 More onerous 
discharge conditions 

High N Low Maintain / strengthen Iwi 
relationship and general 
community relationship 
 

New consenting strategy 12/17 
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9 Engagement 
fatigue 

 Need to extensively 
consult 

 Legislative 
requirements 

 Community desire 
transparency and 
participation 

 Poor work planning – 
programming 

 Working in ‘silos’  

 Delays to critical 
works 

 Raising community 
expectations but 
disconnect with 
current resources 

 Reputational damage 
through lack of 
progress 

 Lack of progress 

 People opt out 

High N Low  Consultation processes 

 Significance and engagement 
policies 

 Communication & 
engagement strategy 

 LG Act requirements 

 More effective communication strategies 
12/17 

 Continue connecting the dots blend / 
extend consultation topics 12/17 

 Adhere communication & engagement 
policies 8/17 

 Work programming 12/17 
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11 Fraudulent 
activity 

 Inadequate monitoring 
of processes and 
transactions 

 Unauthorised 
misappropriation of 
council assets  

 Lack of strong physical 
and process controls 

 Financial loss 

 Reputational damage 

 Business interruption 

High N Low  Maintain awareness 

 Internal controls 

 Statutory year end audits 

 Employee screening 

 Protected disclosures 

 Fraud awareness training 12/17 

 Internal audit programme in place (to be 
agreed) 9/17 

 Enterprise risk management 6/18 
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4 Escalating costs, 
programme 
budgets 
exceeded 

 Global economic 
situation deteriorates 
GFC2 

 Govt withdraw 
subsidies eg  60/40 
insurance programme 

 Poor project 
management, 
procurement etc 

 Projects slowed or 
halted 

 Rates not paid 

 Debt can’t be 
serviced 

High N Med  Economic situation 
monitoring 

 Project management systems 

 Risk management 
 

 More conservative/resilient forward 
programme 6/18 

 Review self-insurance, investigate 
investment fund 6/18 

 PMO 12/17 
-continue roll out of techniques   
-educate new staff 
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12 Financial 
mismanagement 

 Lack of controls in 
project management, 
procurement, contract 
management 

 “Use it or lose it” 
attitude of some 
budget managers 

 Operational 
inconsistencies across 
groups 

 Actual costs exceed 
budget 

 Unnecessary and/or 
poorly planned 
expenditure (hockey 
stick expenditure 
profile) 

 Lack of VfM 
expenditure 

 Legal challenges and 
costs 

High N Low  Monthly management 
reports provided to budget 
managers 

 SLT provided with monthly 
management report 
identifying financial risks 

 Quarterly financial and non-
financial performance 
reporting to council 

 Extensive review of Council’s procurement 
function and budget management system - 
implement change where needed 6/18 

 Simplified council-wide contract registers 
(part of procurement review) 12/17 
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13 (New) Sea level 
rise and more 
frequent and 
significant storm 
events cause 
extreme and 
difficult to 
predict effects   

 Climate change,  

 Inability to budget for 
effects  

 Erosion, property 
abandonment  

 Property  floods  

 Greater costs  

 Early stormwater 
asset replacements   

 Higher capital costs 
for more resilient 
assets  

High N Med  Asset management plans  

 Risk and event targeted asset 
upgrades 

 Seawall and other protective 
measures 

 

 Continually revise and enhance 
forecasts 12/17 

 Prioritise interventions to preclude house 
flooding 6/18 
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10 Widespread, 
sustained 
Infrastructure 
service 
disruption  

 Extreme natural event 
e.g earthquake, 
tsunami, flood 

 Lack of resilience 

 Inadequate insurance 
arrangements 

 Loss of core 
infrastructure and 
services to the 
community 

 Injuries, fatalities 
 

High N 
 

Med 
(long 
term) 

 Asset replacement 
programme & condition 
assessments 

 Resilience programme 

 Insurance programme 

 Self-insurance 12/17 

 Enterprise risk management 6/18 
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14 (New) Ineffective 
emergency 
response 

 Lack of preparedness 
and unified response 
approach 

 Loss of limited key staff 
 

 Reputational damage 

 Financial loss 

 Injuries, fatalities 
 
 

High N Med  CD and emergency 
management systems 

 CD training and exercises 

 Review 4/18 
-EOC structure and internal relationships 
-Emergency management plans 
-Capability/resources 

 Enterprise risk management 6/18 
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7 Impacts from loss 
of critical 
business activity  
 

 Lack of BCP’s in some 
areas 

 Insufficient resources 

 Lack of staff awareness 

 Lack of staff 

 Loss of key system 

 ICT Cyber attack 

 Reliance on key staff 

 Financial losses 

 Reputational damage 

 Non-delivery of core 
services 

 H&S compromised 
 

High N Med  Current business continuity 
processes (Corporate BCPs) 

 Identify critical activities, ensure 
appropriate BCP's and critical resources in 
place 4/18 

 CMT training 12/17 

 BCP tests 12/17 

 ICT alignment with BCPs 12/17 

 Assess cyber risks and mitigate 4/18 

 Governance/SLT succession planning 4/18 

 Enterprise risk management 6/18 Se
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